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Abstract 

Due to the strong improvement of supercomputers and crypto analysis the safety of digital 

data becomes an issue. In the current hash functions, which are used to encrypt passwords 

and place digital signatures, several weaknesses are found. This means that there is no 

guarantee that the data we send and store on our computers is safe. The NIST has started a 

worldwide SHA-3 competition to find a new hash standard that is safe under current and 

future conditions in the digital world. This masters thesis wants to implement several new 

hash functions on FPGA, and evaluate and optimize them with regards to speed and area. 

 

To simulate the implementations, software is used to verify that the implementation works 

correctly (Modelsim) on the one hand, and on the other hand to synthesize the VHDL code 

(Xilinx ISE). The synthesized code can be downloaded to an FPGA to test the 

implementation with real hardware. 

 

The simulations, by software, give us a clear view of the differences between the new hash 

functions with regards to the speed and the use of area. They also clearly show us the impact 

of the optimisations, which were done to improve speed and/or reduce the size of area.  
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Introduction  

All results are for the compression functions only. For each hash function is also a fully 

autonomous implementation with data buffer available. All implementations are for 256 bit 

hash values, no salts. 

 

Only the most important figures and most needed explanation are in this document. For 

more information see the original file in Dutch. 

 

The aim of our thesis is implement some SHA-3 candidates in VHDL optimized for little 

use of area without losing to much speed/troughput. 
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1 LANE 

The LANE compression function is build like the figure below: 

 

opbouw LANE

512bit

256bit

Boodschapsblok

Chaining value

Chaining value

+

Boodschapsexpansie

+

+

 

The permutation blocks 

In de new implementation of LANE, the transformations are not all in one line. We can 

shorten the critical path by adding constants and counter trough EXOR’s. The only 

difference between the P and Q permutation is the number of rounds. We use a general 

permutation block with a selection of number of rounds. 
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LANE-permutatie

SubBytes

MUX
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ShiftRows

MixColumns

AddConstants

SwapColumns

Output register

AddCounter

Select 2

Select 1

Out

In

+

“00...00”

“00...00”

 
 

To make the implementation smaller, we only use one permutation block and save the 

output in registers. If we make a good choice in the order of execution of each permutation, 

we only need four registers. 
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LANE

Register 3 (P0,P3)

FSM_LANE Permutatieblok
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512bit
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Chaining value
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Start

+

Boodschapsexpansie

+Register 2 (P1,P4)
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Start_round

Done_round

rounds

256bit

256bit

En(3)

En(2)

En(1)

En(0)

Mux_select - 3bit

Done_lane

 
The results are shown in the table below. 
 

Xilinx Virtex-5  FPGA LANE_old [2] LANE_new LANE [11] 

Number of slices 8228 3389 3442 

Number of Slice 

registers 
2111 1307 

/ 

Number of slice LUT’s  16600 4078 / 

Minimal period 4.067 ns 5.622 ns 7.519 ns 

Estimated max clock 

frequency 
245 MHz 177 MHz 133 MHz 

Number of clock cycles 

per compression 
15 61 49 

Time for 1 compression 61 ns 343 ns 369 ns 

Throughput 8.36 Gbps 1.48 Gbps 1.38 Gbps 

Throughput /Area   1.01 Mbps/slice 0.43 Mbps/slice 0.4 Mbps/slice 
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Fully autonomous buffer 

If we provide the last data already padded with zeros, this block can handle the full hash 

process. 

 

LANE_full

FSM_FULL

(LANE)
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Data_in

add

done
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rst
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We also implemented a buffer which hashes automatical on buffer overflows and does 

message padding autonomous. It takes byte or bit input. 
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2 Hamsi 
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Fast implementation of  Hamsi-256 
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Xilinx Virtex-5  FPGA 
Hamsi-256  

fast 

Hamsi-256 

small 
Hamsi[13] 

Number of slices 4,664 2113 733 

Number of Slice 

registers 
514 781 / 

Number of slice LUT’s  7216 3004 / 

Minimal period 4.826 3.242 ns 3.484 ns 

Estimated max clock 

frequency 
207 MHz 308 MHz 287 MHz 

Number of clock cycles 

per compression 
1 5 7 

Time for 1 compression 24 ns 16 ns 24 ns 

Throughput 6.62 Gbps 1.97 Gbps 1.48 Gbps 

Throughput /Area  1.42  Mbps/slice 0.93 Mbps/slice 2  Mbps/slice 
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3 ECHO 

In the figure below we see the dataflow of ECHO. 

 
 

 
BigSubWords is the only block that can be optimized simple without losing to much speed. 

 

 



     

 19 

BigSubWords 

BigSubWords

AESround2

AESround1

Output echo state (2047 bit)

Calculated AESround1 keys (2047 bit)

Data

logic
Round counter

Bit counter

Output
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AESround2

AESround1

.. 16x ...

128 bit 128 bit

128 bit 128 bit

Input echo state (2047 bit)
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Overview pipelined implementations 

Virtex 5 

XC5VLX155T 
ref 2 x 8 2 x 4 2 x 2 2 x 1 

Maximal 

frequency 
95MHz 266MHz 247MHz 203MHz 224MHz 

Number of 

clock cycles 
1 3 5 9 17 

Number of 

Slices 
8659 7763 5372 4635 3702 

 

Overview single mode implementations 

Virtex 5 

XC5VLX155T 
ref 1 x 16 1 x 8 1 x 4 1 x 2 

Maximal 

frequency 
95MHz 266MHz 261MHz 227MHz 200MHz 

Number of 

clock cycles 
1 2 4 8 16 

Number of 

Slices 
8659 6864 6743 5353 4357 
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For the optimized version in the table we chose the 2x4 implementation. 

 

 

 

Number of clockcycles 

Number of slices 
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ECHO compression function

FSM_ECHOStart ECHOround

Rst

Done

1536 bitData

Bit counter

512

Chaining value

BigFinal

start

rst

done

MUX

10

Create ECHO state

512 bitChaining value

sel

64 bit register
2048 bit register

2048 bit register

en

en

en

 
 

 
 

Xilinx Virtex-5  FPGA 
ECHO   

standard 

ECHO  

optimized 

Number of slices 15006 12061 

Number of Slice 

registers 
4105 8800 

Number of slice LUT’s  29330 14407 

Minimal period 7.154 ns 5.333 ns 

Estimated max clock 

frequency 
139 MHz 187 MHz 

Number of clock 

cycles per compression 
9 81 

Time for 1 

compression 
64 ns 432 ns 

Throughput 23.86 Gbps 3.56 Gbps 

Throughput /Area   1.59 Mbps/slice 0.30 Mbps/slice 
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Fully autonomous buffer 

 
When you pad the message yourselve with a one, this block can handle the full hash 

procedure. Also here a databuffer was made which does everything autonomous (See 

picture below). 
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4 Luffa 
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Speed optimized 
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Area optimized 
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Xilinx Virtex-5  FPGA 
Luffa_256 

(Comb) 

Luffa_256 

(Seq) 

Number of slices 9611 2303 

Number of Slice 

registers 
786 1165 

Number of slice LUT’s  18918 4490 

Minimal period 20.739 ns 5.568 ns 

Estimated max clock 

frequency 
48.2 MHz 179 MHz 

Number of clock cycles 

per compression 
1 9 

Time for 1 compression 20.739 ns 44.544 ns 

Throughput 12.29 Gbps 5.09 Gbps 

Throughput /Area   1.28 Mbps/slice 2.21  Mbps/slice 
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3 Comparison 

The smallest implementations for each hashfunction are in the table below. 

 
Tabel 1: Vergelijking van de kleinste implementaties  

Xilinx Virtex-5  

FPGA 
LANE_nieuw Hamsi [13] 

ECHO 

Geoptimaliseerd 
Luffa_ Seq 

Number of slices 3389 733 12061 2303 

Number of Slice 

registers 
1307 / 8800 1165 

Number of slice 

LUT’s  
4078 / 14407 4490 

Minimal period 5.622 ns 3.484 ns 5.333 ns 5.568 ns 

Estimated max clock 

frequency 
177 MHz 287 MHz 187 MHz 179 MHz 

Number of clock 

cycles per 

compression 

61 7 81 9 

Time for 1 

compression 
343 ns 24 ns 432 ns 44.544 ns 

Throughput 1.48 Gbps 1.48 Gbps 3.56 Gbps 5.09 Gbps 

Throughput /Area  0.43 

Mbps/slice 
2  Mbps/slice 0.30 Mbps/slice 

2.21  

Mbps/slice 
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The fastest implementations for each hashfunction are in the table below. 
 

Tabel 2: Vergelijking van de snelste implementaties 

Xilinx Virtex-5  

FPGA 
LANE_oud Hamsi_fast 

ECHO 

standaard 
Luffa_comb 

Number of slices 8228 4,664 15006 9611 

Number of Slice 

registers 
2111 514 4105 786 

Number of slice 

LUT’s  
16600 7216 29330 18918 

Minimal period 4.067 ns 4.826 7.154 ns 20.739 ns 

Estimated max clock 

frequency 
245 MHz 207 MHz 139 MHz 48.2 MHz 

Number of clock 

cycles per 

compression 

15 1 9 1 

Time for 1 

compression 
61 ns 24 ns 64 ns 20.739 ns 

Throughput 8.36 Gbps 6.62 Gbps 23.86 Gbps 12.29 Gbps 

Throughput /Area   1.01 

Mbps/slice 

1.42  

Mbps/slice 

 1.59 

Mbps/slice 

 1.28 

Mbps/slice 
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